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DEPARTMENT IT CAPITAL PLAN

Department Name and Org Code: Plan Year:

| Personnel Administration 8380 | | 2009-10 through 2013-14

1. Summarize your organization's business goals and objectives below:
The mission of DPA is “as the employer, DPA provides human resource leadership and
consulting services, while we partner with the State Personnel Board to implement the
transformation of the human resource system”. In order to accomplish this mission DPA has
developed seven corporate initiatives and five business goals. The seven corporate
initiatives are:

Initiate a Workforce Planning function within DPA

Establish a Classification and Compensation Division (CCD) Audit function

Improve the meet and confer process and arbitration cases via collaboration between
Legal and Labor Divisions

Improve leadership for statewide and department-wide training

Implement an IT Steering Committee

Develop and complete Human Resource Modernization Tipping Points including vacant
class abolishment, modernization of the scientist, manager and supervisor classification
as well as collaborate with SPB to provide interim solutions for departments

Establish Health Policy Leadership

The five business goals are:

Support the Success of HR Modernization — provide leadership during the
transformation of the Human Resource component in state government.

Align Goals to Those of the Administration — recognize that DPA represents the
State as the employer and speaks for the Governor during labor negotiations and needs
to ensure that we are in alignment with what the Administration wants to accomplish.
Use Technology, Data and Teams to Create Solutions - use data and technology to
create innovative solutions which saves the department time, money and enables DPA
to provide excellent customer service to state departments.

Invest in Our Own Employees to be a Model Department - strive to properly train and
equip employees with the necessary tools to improve the quality of DPA’s workplace and
make DPA and the State an employer of choice.

Provide Superior Customer Service — assist the departments in their HR needs to
ensure that the State can be an employer of choice.

2. What are your organization's plans to upgrade or replace your IT infrastructure for the
following? When responding, please indicate the timeframes of your intended
upgrade or replacement efforts.

2.1. Hardware

DPA has a 4 year replacement policy for server and client equipment. The following

equipment is slated for replacement over the next 5 fiscal years:
o EMC Storage Area Network ( approximately 10 Terabytes of Data) (SAN) FY

13/14
o HP Blade Enclosure FY 10/11
o HP Server Blades ( approximately 16 ea) FY 10/11
o HP Desktops (180 ea) FY 09/10, 10/11
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o Lenovo Laptops (65 ea) FY 09/10, 10/11
o HP Network Printers ( 45 ea)FY 09/10

2.2. Software
Enterprise Agreement for Microsoft client applications (renewal) FY 11/12
Development Environment Software FY 10/11
Microsoft Enterprise Application Software (Server, SQL etc) FY 10/11

2.3.  Network
Cisco Switches (approximately 15) FY 13/14
ASA Firewall ( 2 ea) FY13/14
Wireless Bridge FY 13/14
Laser Bridge FY13/14
Wireless Infrastructure FY13/14
Application Switch FY13/14
Network Appliances FY13/14
Router FY 13/14

3. Existing Approved Reportable IT Projects

Provide the following information regarding your existing approved reportable IT
projects on Table 1 on the following page:

None at this time

Existing IT Project;
Approved Project Cost;
Project Number; and
Implementation Date

4. Proposed IT Projects

After each proposed IT project has been documented by answering questions 4.1
through 4.15 of the attached IT Project Proposal Form, provide the following
information on Table 2 on the following page:

e The name of each proposed IT project;
e The priority ranking;
e The FSR submission date; and
e The estimated cost
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Table 1-Existing Approved Reportable IT Projects Summary by Department

Existing IT Project

Approved Project
Cost*

Project Number

Implementation
Date

None

*Note: If a Special Project Report (SPR) was submitted for review in July 2008 that includes project costs that differ from the last
approved project document, enter both the last approved project cost and the revised project cost from the SPR under review.

Table 2-Proposed IT Project Summary

Proposed IT Project

Priority Ranking

FSR Submission

Estimated Total

Date Cost

HR Modernization (HR Mod) automated job description and 1 Either January 2009 | TBD
performance management solution Project (HR Mod JD/PM (assuming 09/10
Solution Project) Spring Finance Letter

submitted) or July

2009 (assuming

10/11 BCP

submitted)
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PROPOSED IT PROJECTS

Complete this IT Project Proposal Form (questions 4.1 though 4.15 below) for each
proposed IT project that meets the definition of a reportable project as defined in the
State Administrative Manual Section 4819.37:

4.1. Proposal name and priority ranking:
Proposal Name - HR Modernization (HR Mod) automated job description and
performance management solution Project (HR Mod JD/PM Solution Project)

Priority Ranking - 1

4.2. Description of the proposed IT project:
The HR Mod JD/PM Solution Project is an initial first step towards the achievement of
the Administration’s Strategic Plan for California State Human Resources Modernization.
This project supports many of the goals contained within the strategic plan including
individual self-development, expediting hiring processes, strategic and workforce
planning, improving and fostering a high performance culture and creation of enterprise-
wide HR solutions.

The state of California’s Human Resources program (HR program) is ripe for
modernization and automation as it strains to keep up with the realities of California’s
changing work environment, a looming hiring crisis, and the state’s potential inability to
provide services and meet mandated missions. These problems are magnified by the
fact that the state’s HR program is supported by processes that are primarily manual and
paper-based.

In June 2007, the Administration approved the HR Modernization strategic plan which
outlines the goals and objectives for a new, modernized personnel management system.
The Governor’'s 2007/08 Budget included the creation of the Human Resources
Modernization Project, along with positions and funding, to address responses to the
problems identified. In addition, the Governor's 2008/09 Budget Summary discusses a
variety of statewide issues including the need for State civil service human resources
reform and further describes HR Modernization Project activities underway and planned
over the next several years.

4.3.  Which of your department's business goals and objectives does this project
support, and how?

The following department business goals are supported by the project as follows:

e Support the Success of HR Modernization
e Align Our Goals to Those of the Administration
e Use Technology, Data and Teams to Create Solutions
e Provide Superior Customer Service
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In addition the project further supports goals and objectives approved by the
Administration and outlined in the 2007 HR Modernization strategic plan for a new,
modernized personnel management system.

The HR Mod JD/PM Solution Project is an initial first step towards the achievement
of the Administration’s Strategic Plan for California State Human Resources
Modernization. This project supports many of the goals contained within the
strategic plan including individual self-development, expediting hiring processes,
strategic and workforce planning, improving and fostering a high performance culture
and creation of enterprise-wide HR solutions.

Automation is a key contributing success factor in the success of the HR
Modernization Project. The Automated Job Description and Performance
Management Solution Project is

an initial first step toward eliminating paper-based manual processes, and will offer
automated solutions to facilitate employee and management’s transition to a
modernized competency-based classification and compensation model.

4.4. What are the expected business outcomes or benefits of the proposal as they
relate to your organization's business goals and objectives?

See Section 4.3

4.5. The following are from the State's IT strategic plan. Check the appropriate
box(es) to identify the goals this proposal supports:

X] Supporting and enhancing services for Californians and businesses

X Enhancing information and IT security

[ ] Reducing state operational costs (leveraging, consolidation, new
technology, etc.)

(] Improving the reliability and performance of IT infrastructure

X Enhancing human capital management

X Supporting state and agency priorities and business direction

4.6. Isthe proposal consistent with your organization's Enterprise Architecture?
X Yes
[ ] No

If no, please explain why the deviation from the organization's Enterprise
Architecture is necessary.

SIMM 57, Office of the State CIO Page 6 of 12

Department ITCP June 2008



4.7.  Will the proposed system collect, store, transmit, or exchange confidential or
sensitive information?
X Yes
[ I No
The solution selected will require compatibility with the organization’s enterprise
architecture

4.8. If this proposal is conceptually approved, what is the estimated date
(mm/yyyy) the FSR will be submitted?
July 2009 (assuming 10/11 BCP submitted).

4.9. What is the estimated project start date (mm/yyyy) if the FSR is approved?
Earliest estimated date is July 2010.

4.10. What is the duration of the proposed project?
Estimated between 24 to 36 months.

4.11. Will the proposed project utilize the existing infrastructure?
X Yes Unless a software-as-a-service vendor is recommended
[ ] No
If no, please explain.

4.12. Isthe proposal related to another proposal or to an existing project?
X Yes
[ ] No
If yes, describe the related proposal or project and how it is related:
SCO 21* Century Project, related through use of/need for common data

4.13. Describe the consequences of not doing this proposed project at the planned
timeframe:
Automation will aid supervisors, managers, and HR Professionals with their transition
to the HR Mod Project’s proposed new competency-based classification and
performance management model. In addition, automating the State’s existing
manual HR processes is an essential element of the State’s HR Modernization
Project. Not doing this project will result in Managers, supervisors, and HR
professionals continuing to perform their tasks using archaic manual processes,
transitioning to a competency-based classification and performance model will be
more cumbersome, and many of the goals of the HR Modernization Strategic Plan
and Project will not be fulfilled.
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4.14. Check the appropriate box(es) to identify the proposal's funding strategy:
Xl Augmentation needed
X Redirection of existing funds
[ ] Other (describe):
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4.15. What are the estimated cost and funding source(s) by fiscal year through
implementation (information should be provided in the following format):

Fund 2009-10 2010-11 2011-12 2012-13 2013-14 Total
Source and future

General Fund| TBD TBD

Federal Fund| TBD TBD

Special Fund} TBD TBD

Total TBD TBD

* Note: Identify the fund source and if the department is the sole user of the fund.
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Enterprise Architecture

Appendix A

A.1.Does your organization have documented Enterprise Architecture principles,
strategies, or standards to guide decisions on technology projects?

[]Yes
XINo

A.2.Indicate on Table A-1 below, the completion status of the component Reference
Models of your formal Enterprise Architecture efforts. If available, please submit
a copy of your Enterprise Architecture document.

Table A-1, Enterprise Architecture Completion Status

Status
Implemented Implementation Planned or Not

Component in Progress Planning in Implemented
Reference Model Progress and Not

Planned
Business X
Service X
Technical X
Data X

A.3.Describe the governance structure your organization uses to review and approve
the Enterprise Architecture and any subsequent changes.

The department does not have a governance structure but is working to define and
develop these processes.

A.4.Does your organization have an Enterprise Architect? (if yes, provide their name,
telephone number, and e-mail address below)

[]Yes
X No

Name: N/A

Classification:

Telephone Number:
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Appendix B

Information Security

B.1.How is your Information Security Officer involved in proposed project
development efforts?
Our backup I1SO oversees and directs IT project development because he also serves as
Chief Information Officer and Division Chief over the department’s IT function. As such,
he has the technical knowledge that our primary ISO, who focuses on policy aspects,
lacks. With respect to security issues related to new projects, the department relies on
the backup ISO and technical staff under him to ensure compliance with best practices
and to bring policy decisions that require further consultation to the attention of the
primary 1SO. Both the primary and backup ISOs are part of the department’s executive
staff.

B.2.What are your department's core business principles, policies and standards
related to information integrity, confidentiality, and availability and the protection
of information assets?

Even though all our employees have a certain degree of access to confidential data by
virtue of working in one of the State’s main personnel departments, we limit electronic
access to employees who have a business need for particular data (ie, not all employees
have access to the same data). Our server file room is off limits to all staff except for IT
employees who require access to do their job. All our employees sign confidentiality
agreements when they’re hired, and we regularly instruct everyone in our department of
their responsibility to maintain strict security surrounding data we maintain.

DPA uses encryption when possible (i.e whole disk encryption for laptops, Blackberry
encryption for PDAs and encrypted USB drives). DPA adheres to the National Institute of
Standards and Technology (NIST) standards.

B.3.If data within your department is shared with external entities, does your
department implement data exchange agreements with these entities?
XYes
[ ] No

If no, please explain.

[ ] Not applicable

B.4.How does your department ensure that software developers and programmers
follow standards and best practices for Web, application, and system
development?

All development activities are under the control of the department’s IT division or, in the
case of web development, joint oversight of the communications director and the IT
division. The IT division has spent considerable effort over the past year recruiting staff
with expertise in best practices and applying them to our department. We've created a
cross-division web team to focus on improving our website’s usability and accessibility;
our software developers and programmers will complement their work on technical
implementation.
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Appendix B

Information Security
The IT Application team standardized the application infrastructure to service
employees, trusted business partners, and the general public. A standard application
development methodology exits with all application development artifacts adhering to
standardized structures. Development standards are adopted and modified as
necessary through change and configuration management processes. Standards are
industry best practices driven. Management, assessment and monitoring tools and
checklists provide for application infrastructure and application integrity. A standards
based approach is taken with initiation, planning, execution, monitoring/controlling and
closing aspects of the development processes. Maintenance and operations plans exist
for long term stable transition processes

These activities mark an improvement over the past, when some staff working on IT
development lacked technical expertise or knowledge of best practices. Now that our
executive staff has prioritized technology solutions to our business needs, we have been
able to significantly raise the standards of our IT shop.

B.5. Does your organization have an Information Security Officer? (if yes, provide
their name, telephone number, and e-mail address below)
XYes
[ ] No

Name: Lynelle Jolley

Classification: CEA |
Telephone Number:  916-323-8492 E-Mail: lynellejolley@dpa.ca.gov
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Appendix C

Workforce Development, Workforce Planning and Succession Planning

C.1.Does your organization have a workforce development plan for IT staff?
X Yes
[ I No

If yes, briefly describe it.

DPA has created a WorkForce Planning organization to develop a plan for DPA to
begin addressing the high vacancy and turnover issues that arise in a department of
this size. Presently, DPA is developing staff by providing training (on the job, Web
courses, books, and classroom instruction), establishing realistic competencies and
duty requirements, providing sufficient formal and informal evaluations and mentoring
on future career growth and upward mobility possibilities.

C.2.Check the appropriate box(es) to identify which workforce development tools, if
any, your organization is using for IT classifications:
X] Training
X Upward Mobility
X Mentoring
[ ] Career Assessments
[ ] Knowledge transfer program
[ ] Performance Evaluations
[] Other (please list)

C.3.Does your organization have a workforce plan for IT staff (i.e., for Rank and File)?
[]Yes
X No

If yes, briefly describe it.
Currently in development.

C.4.Does your organization have a succession plan for IT staff (i.e., for
Management)?
[ ]Yes
X No

If yes, briefly describe it.

C.5.1T Staffing
Provide the following information in table C-1 on the following page:
e The name of each IT classification currently in the organization.

e The number of staff in each IT classification in the organization.
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Appendix C

Workforce Development, Workforce Planning and Succession Planning
e The number of staff in each IT classification eligible to retire in the next five
years.
e The percentage of each IT classification eligible to retire in the next five years.
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Table C-1 — IT Staffing

Appendix C

IT Rank and File
Staff
Classification

Number of IT Rank
and File Staff in
Classification

Number of IT Rank
and File Staff in
Classification
Eligible to Retire
in Next 5 Years

IT Management
Staff
Classification

Number of IT
Management Staff
in Classification

Number of IT
Management Staff
in Classification
Eligible to Retire
in Next 5 Years

Staff ISA

1

DPM IV

1

SSS|

SSS I, Sup

AISA

1

Asst ISA

1

APA

Programmer I

SPA

RRINRWw|k|N
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Appendix D

Project Management, Portfolio Management and IT Governance

D.1.Does your organization have a process for improving the alignment of business
and technology?

X Yes
[ ] No

If yes, briefly describe it.

DPA is working to initiate an IT steering Committee with the following business goals:
Improved IT Standards (enhanced IT Governance)

Increased rigor in project reviews and prioritization

Better alignment of IT with business objectives

Increased business unit involvement in IT decision-making

D.2.What is the status of implementing a formal portfolio management methodology
for technology projects within your organization?
[ ] Implemented (Please describe)

[ ] Implementation in progress (Please describe)

X Planned or planning in progress
[] Not implemented and not planned

D.3.List any automated tools being used for portfolio management. Enter "None" if
no automated tools are being used.

e Microsoft Project
e Microsoft Excel
e Microsoft Visual Studio Team Suite with Team Foundation Server

D.4.What is the status of implementing a standard project management methodology

for technology projects in your organization?
[ ] Implemented (Please describe)

[] Implementation in progress (Please describe)

X] Planned or planning in progress
[] Not implemented and not planned
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Appendix D

Project Management, Portfolio Management and IT Governance

D.5.Does the organization require its project managers to be certified, either through
a professional organization (e.g., PMI, ITIL) and/or through completion of
specified project management coursework:

X Yes
X PMI
X ITIL

[ ] Agency-specified project management coursework (identify below)

[ ] No

D.6.Select from the list other areas of training your organization requires of its
project managers:
Xl Fundamental Project Management
x| Systems Development Life Cycle
[ ] Scheduling tool (identify below)

X Project Performance Management (e.g., Earned Value Management)
X Business Process Analysis

X Requirements Traceability

X Procurement/Contracts Management

[ ] Other (identify below)

[ ] None

D.7.Describe project-level governance practices, including change management,
issue resolution, and problem escalation.

DPA utilizes Microsoft Team Foundation Server (TFS) which utilizes Visual Studio for
application development. Some of the components in TFS include:

e Source Control — Visual SourceSafe which includes the ability to source control
all code, record of all changes and current check-outs

e Reporting — test cases, rate of code change, list of bugs, regression tests etc.

e Project Portal — used to track the progress of the project, explore work items, and
source controlled documents in the project as well as maintaining the project
document library.

DPA utilizes a multi-stage infrastructure and change, configuration and release

management practices to support projects. All projects utilize standard artifacts and
checklists in lifecycle management.
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Appendix D

Project Management, Portfolio Management and IT Governance

D.8.Does the project management methodology include processes for documenting
lessons-learned and applying these to future projects?
X Yes (Please describe)
DPA works closely with the business units before, during and after the project
implementation. Structured interviews with the business and technical units are
conducted after the project implementation. During the compilation of the final project
documentation a list of actionable items which can be improved upon for future projects
are developed as well as reinforce those items which should be repeated in future
endeavors. Finally, metrics are established which are used for future project estimation
based on current department environmental factors that affect the development
timeline.

[ ] No
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